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CAN SOFTWARE BE RESPONSIBLE ?!

& CAN SQFT‘_.’."ARE HAVE AGENCY.?
| CAN SQFTWARgtBE LIABLE ? ""h

‘f CAN SGFTWARE BE ACCQUNTABLE ’?

(—EECHNICA@WSYSTEMS ARE Bou FOR SPECIFIC .
CONDITI@NS AcND ARE ERRONEOUS)

S




“A computer will do what you tell it to do, but that

may be much different from what you had in mind.”

Joseph Weizenbaum



Software is ...

Software is the set of
instructions that tells the

do it.

computer what to do and how to

4

Software includes

models, documentation)

» code (- algorithms, decisions)
 data (- digital representations,
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Basic Functions of Software-based Systems

Cooperation
Experience + Reaction
Communication

Computation
+ Storage

Internet of Cooperation
Internet of Things
Internet (of Computers)
Computer



Software-based Systems

(
Self-Learning Cyber-Physical Systems

r
Cooperating Cyber-Physical Systems
-

Autonomous Cyber-Physical Systems

-
Cyber-Physical Systems

Computer Clusters

Embedded Conirol Systems

Sensors
Actuators

Computers

Computer
Networks




Software-based Systems and Automation

-
e Internet of Things ] ( ¢ Private Data
e Digital and e Public Data
Digitalised e Real-Time Data
Infrastructures « Open Data
% End Devices Sensors
Actuators
-
Auto-
. matisms .
e Decision e Computability

Sovereignty
e Traceability
% Fairness

e Correctness
e Training Data




Interaction of Humans and Software-based Systems

Machine ___|

Computation D

Human-Machin;-Interface

Output Devices

optical acoustic tactile

Input Devices

values speech mood
gesture motion

i

¥ i
visual auditive haptic textual verbal with gestures
Reception Instruction
Recognition, _T
Person ___Comprehension, Decision

Machine

Reactive

(Partially) autonomous
Neither responsible
nor accountable

|dentity

Acting on its own
Responsible
Accountable



Actors of

Systems
Presentation
model

Developer

Operation
model

.

Implementation ~

.
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Software-based  conractor

............. Conceptual model

Designer

~ Computer

model ~ -

Usage Communication
“.experience link
Distributed
Software-based
g Systems
: User y
Usage
experience

Operator
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User

........... Conceptual model

Responsible
for Usage

Computer

Communication
link

Distributed
Software-based
Systems



Perspectives on Software Accountability




Software Quality

Functional

suitability

Reliability

Compeatibility

Portability

Maintainability

Performance

Efficiency

Functional
completeness

Functional
correctness

Functional
appropriateness

Maturity
Availability
Recoverability

Fault tolerance

Learnability
Appropriateness
Recognizability
Operability
User error protection

User interface
aesthetics

Accessibility

Confidentiality
Integrity
Non-repudiation
Accountability
Authenticity

Co-Existence

Interoperability

Installability
Replaceability
Adaptability

Modularity
Reusability
Analyzability
Modifiability
Testability

Time behavior
Resource utilization

Capacity




Software Quality

Functional

suitability

Reliability

Compeatibility Portability

Maintainability

Performance

Efficiency

Functional
completeness

Functional
correctness

Functional
appropriateness

Maturity
Availability
Recoverability

Fault tolerance

Learnabilit

Appropriaten|

Recognizab

Accessibility

Understandability
Interpretability
Traceability
Explainability

N\daptability

Modularity
Reusability
Analyzability
Modifiability
Testability

Time behavior
Resource utilization

Capacity




Testing of Software-Based Systems 2.0
Require
@ _ments

test

V&V
mind set

test

Common methods,

—

Testing of Software-Based Systems 3.0 concepts, language

Systems with Built-In Testing -




Testing and Explainability of Al
Testing is not only V&V (and the basis for certification):

Black-box testing is the V&V approach to black-boxes of any kind, including Al black-boxes

Test scenarios can be scenarios for explaining Al:
preconditions, inputs, outputs, postconditions
in observable and controllable setups
with precise coverage criteria

Test data can become well-designed training data:
with dedicated quality criteria
with precise coverage criteria

(to be noted: up to quality of assumptions, specifications, documentations, etc.)
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'SOFTWARE-BASED SYSTEMS BECOME TRUSTWORTHY ?!
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